Pipeline SMS as a P&M
Program for Transmission
Pipelines

In pipeline operations, risk is defined as the probability of failure multiplied by the consequence of that failure.
Preventive and Mitigative (P&M) measures to address risk have been a requirement of pipeline safety regulations
since their inception, with the objective of preventing and/or mitigating the probability of failure and mitigating the
associated consequence.
However, the P&M regulation (49 CFR 192.935 for Gas Transmission Pipeline Integrity Management), has primarily
focused on “on the pipe” risks. The regulation cites third-party damage, outside force damage, valve failure, pipelines
operating below 30% SYMS, and plastic transmission pipelines as threats with the potential to impact the probability of
failure. Not cited is the risk of organizational failure.
This is an important distinction because the majority of high-profile pipeline incidents over the past 20+ years were in part
due to weak management and poor oversight, according to NTSB, and linked to organizational failure as the root cause.
Consider examples such as what happened in 2010 with the PG&E pipeline rupture in San Bruno, California, and the
Enbridge disruption in Michigan, or, more recently, the Merrimack Valley gas explosions in 2018.
Despite the impact of organizational failure in these incidents, many transmission operators have limited their P&M
measures to physical threats associated with their assets as opposed to the organization. Moving forward, organizations
need to evaluate their operational excellence/quality culture followed by identifying and implementing improvement
opportunities to prevent future incidents.
The Pipeline Safety Management System (PSMS), as defined in API 1173, can be used as an additional P&M effort to
reduce risk and improve safety.

PSMS AS AN EFFECTIVE PREVENTION AND MITIGATION METHODOLOGY
Pursuant to 49 CFR 192.935, natural gas transmission pipeline operators are required to take additional measures
beyond those already required in other sections of Part 192 to prevent a pipeline failure and to mitigate the consequences
of a pipeline failure in a high-consequence area (HCA). Specifically, an operator must base these additional measures on
the threats the operator has identified to each HCA. However, P&M needs to be considered for 100% of assets in order to
have a significant positive impact on risk and safety in the organization.
Although not specifically addressed in 49 CFR 192.935, what if the threat is organizational in nature? What if the threat
has the potential to impact operations, maintenance, integrity, and other aspects of the pipeline life cycle, including design,
construction, commissioning, and abandonment?
Operators need to view organizational threats in the same manner as physical threats by ensuring that they have a
systematic and documented decision-making process to decide which organizational areas may require corrective action.
The identification of organizational risk should be determined based on input from relevant parts of the organization,
including operations, maintenance, engineering, and integrity. This ensures that all aspects of the pipeline life cycle are
included to support the improvement cycle.
The regulatory requirement to develop processes for identifying additional measures is based on identified threats – the
“on the pipe” threats. Operators need to take the next step to include organizational failure as a threat and consider
its impact on the probability of failure, which forms the basis for the Plan, Do, Check, Act requirements of API 1173
(Pipeline SMS).
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HOW API 1173 ADDRESSES ORGANIZATIONAL FAILURE
A pipeline operator’s primary objective should be to prevent loss of containment from both pipeline and facility assets. The
risk associated with any pipeline system asset is based on:
1.
2.
3.
4.

The condition of the asset.
The environment in which the asset operates.
The way in which the asset is operated.
How employees and contractors perform their activities pursuant to plans, processes, and procedures
(organizational excellence).

Up to this point, the impact of organizational failure has not been considered in the probability side of risk modeling.
Consider this sample of where organizational failure can manifest itself in pipeline operations:
●
●
●
●
●
●
●
●
●
●
●

Plans, procedures, and processes.
Responsibilities.
Accountabilities and authorities.
Scheduling.
Training.
Equipment maintenance.
Communications.
Recordkeeping.
Performance.
Management of change.
Inability to successfully implement quality management.

Failures in these areas have a direct impact on whether an operator’s safety objectives are successfully met.
The diagram below demonstrates the structure necessary to prevent and mitigate the impact of organizational failure on
both the probability and consequences factors that are associated with risk. The diagram begins with the foundation of a
Pipeline Safety Management System underpinning the requirements for quality management, stakeholder engagement,
and process management, which leads to Natural Compliance for Prevention & Mitigation and improved safety.
Let’s unpack the individual components necessary to address the root causes of organizational failure.

PIPELINE SAFETY MANAGEMENT SYSTEM
PSMS is the systemic application of quality management
principles to the way work is performed. This is executed through
the Plan-Do-Check-Act cycle for all pipeline safety programs.
For years, pipeline operators have focused on Planning
and Doing. However, they have not been very proficient at
Checking and Acting. The goal is to create a quality culture
that supports improved safety by executing the full PDCA
cycle to mitigate organizational failure within each aspect of
the pipeline life cycle.
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QUALITY MANAGEMENT (PDCA)
Pipeline safety culture is a collection of the attitudes and beliefs of employees that their efforts toward achieving organizational
excellence will promote safety. Their adherence to and execution of quality management supports this objective.
Quality within a safety culture starts at the top. With the support of leadership, each employee strives for organizational
excellence and buys into the safety improvement objective. If the culture drives safety improvement, then compliance with
regulations becomes a natural phenomenon.
This is supported by the Plan Do Check Act methodology as it applies to the identification, prevention, and mitigation of
threats as a means of risk management.
Plan: This component of quality management requires the development of plans, procedures, and processes that include
requirements for the organizational components of the targeted work. These requirements may include the following:
●
●
●
●
●
●
●
●

The work description.
Competency required to perform the work.
Equipment required to perform the work.
The schedule under which the work is to be completed.
Documentation necessary to demonstrate the work objectives were met.
Required communication when the work is completed.
Method to identify an issue in the course of performing the work.
The various approvals that are required either during the work or after the work has been completed.

Operators should be able to answer this simple question: Do we have complete, correct, and current plans,
processes, and procedures that address areas of organizational failure? This is important as the first step. However,
the simple existence of plans, procedures, and processes on their own has little impact on the safety culture. The PDCA
cycle must continue…
Do: Executing the requirements of procedures and implementing the requirements of plans and processes supports
the prevention and mitigation of organizational failure. In addition to addressing the threat, this action also supports the
success of the work or activity being performed.
Consider these key questions for operators to ask of themselves:
●
●
●
●
●
●

Do we schedule properly?
Do we train effectively?
Do we use the right equipment?
Do we execute properly?
Do we document properly?
Do we communicate effectively?

Typically, operators stop after addressing the Plan and Do aspects of quality management. However, the full PDCA cycle
is required to mitigate the probability of failure where the root cause is organizational failure.
Check: The first step toward continuous improvement is based on the perceptions of the personnel performing the work.
Operators can utilize one of the core elements of Pipeline SMS, Stakeholder Engagement, as a means of assessing
both Planning and Doing as leading indicators of safety risk.
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A quality assurance approach, which is comparing the actual execution to the stated requirements of the plans,
procedures, or processes, can help your operation ascertain differences and look for deviations.
This step becomes more meaningful when operators implement performance measures that can be utilized in the context
of Stakeholder Engagement to assess the efficacy of plans, procedures, or processes in terms of their execution and
subsequent results.
When the perceptions of personnel are assessed and analyzed, areas of concern are identified as leading indicators
(quality assurance) and further investigation can be prioritized. These investigations are required to better understand the
specific organizational root cause and to identify the appropriate corrective action.
Additionally, checks need to be applied to the results of the work, which are lagging indicators of risk. Then, you can
determine the effectiveness of each program component as a form of quality control.
At this stage, operators should consider asking these questions:
●
●

Do we evaluate the effectiveness of our execution? (Leading performance indicators.)
Do we evaluate the effectiveness of the results? (Lagging performance indicators.)

To close the loop of continual improvement, action is required by operators on the results of the check.
Act: This stage converts the root cause investigations into actual corrective actions to be developed, documented,
and implemented.
Subsequent assessments should then be utilized to determine the success of these corrective actions as your operation
strives for improved safety culture and reduced risk. This step should also serve as a means of measuring the maturity of
your system. Operators should be able to answer the following questions to complete the PDCA cycle:
●
●
●

Do we initiate investigations and identify corrective actions when our stakeholders’ feedback indicates
organizational issues?
Do we initiate investigations and identify corrective actions when evaluations show that we are not meeting our
objectives or getting the results we desire?
Do we measure the performance of these corrective actions to determine their efficacy and the maturity of our safety
management system?

STAKEHOLDER ENGAGEMENT
The maturity of a quality culture can be determined through an annual assessment of how stakeholders perceive the
effectiveness of the quality management principles of Plan, Do, Check, and Act. Questions should be asked to determine
whether stakeholders believe these principles are being embraced and utilized within the organization. The assessment
should be conducted to obtain feedback from all personnel, as opposed to just at the managerial level.
Stakeholder feedback needs to capture the degree to which the root cause of organizational failure is prevalent. Operators
should dig into the perceptions of plans, procedures, processes, responsibilities, accountabilities and authorities,
scheduling, training, equipment maintenance, communications, recordkeeping, performance, and management of change.
Analysis of this feedback should then be utilized to drive investigation to identify specific root causes of organizational
quality issues.
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Solution: This assessment can be performed utilizing the Program Stakeholder Engagement Communications (pSEc)
software module delivered by P.I. Confluence (PIC). This configurable web-based/mobile application enables collaborative
communication and information exchange with both internal and external stakeholders:
●
●
●
●
●
●
●
●

Target specific personnel by business unit and/or geographical location.
Provide questionnaires to help identify organizational threats.
Use automated dashboards to support analytics and provide direction for continuous improvement.
Communicate corrective action and measure understanding.
Allow for unsolicited safety observations and reporting of events.
Build feedback loops through two-way communication.
Perform annual analysis of feedback metrics to demonstrate maturity.
Analyze corrective action understanding (gained through Stakeholder Engagement).

The next step in the process is to utilize the feedback you gather to support process management.

PROCESS MANAGEMENT
The processes that are associated with each aspect of the PDCA methodology in support of the prevention and mitigation
of organizational failure root causes must be managed, scheduled, tracked, documented, and reported.
Solution: The Integrated Compliance Activity Management (ICAM) web-based platform delivered by PIC is a process
management platform that streamlines the integration of stakeholder feedback into processes.
ICAM enables operators to manage, schedule, track, document, and report Stakeholder Engagement, investigations,
corrective actions, change management, and performance. Using ICAM, your operation can utilize the following workflow
to support process management:
●
●
●
●
●
●
●

Development of organizational assessment.
Implementation of organizational assessment.
Organizational assessment analysis.
Implementation of root cause investigations.
Development and approval of corrective actions.
Implementation of corrective action.
Corrective action follow-up to measure effectiveness.

Managing quality assurance, quality control, and program sustainability will drive improvement through a systematic
approach to safety. A successful continuous improvement cycle will:
●
●
●
●
●

Facilitate good working relationships between departments and functions.
Establish clear accountability for the management of change.
Provide effective, documented communications.
Support improved risk management.
Facilitate a safety/quality culture.

Now you are positioned to naturally improve safety.
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NATURAL COMPLIANCE FOR PREVENTION & MITIGATION
Any operation that embraces organizational excellence has the ideal culture to conduct their business in a manner that
adheres to quality management principles.
Following these principles supports continuous improvement, which means that the effectiveness of the work effort
continues to improve. Ultimately, this supports the prevention and mitigation of organizational failure. In turn, this reduces
the probability of an asset failure, thus reducing risk.
If doing the right thing is cultural, then compliance with the objectives of the pipeline safety regulations for transmission
gas pipelines becomes a natural outcome. Through Natural Compliance, you are always in compliance with regulations
as the work is performed.
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FIND EXPERT SUPPORT FOR PIPELINE SMS AS A P&M PROGRAM
The pipeline safety regulations for gas transmission pipelines (49 CFR 192.935) make it clear that operators must
take additional measures beyond what is required to prevent a pipeline failure and to mitigate the consequences of a
pipeline failure, not only in high-consequence areas, but for all assets. So, take the next step by rooting out issues tied to
organizational failure.
We can help through our expert support and software tools. We enable operators to implement their Plan-Do-Check-Act
processes in accordance with API 1173 and optimize stakeholder communication. Through our support, we can help you
better understand your culture and drive prevention and mitigation efforts to improve safety.
By using Pipeline SMS as a P&M Program for transmission integrity management, your operation will be best positioned
to reduce the risk of pipeline incidents and improve safety outcomes.
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